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Change to Austraclear Website certificates for Internet/ANNI

Attached are the details of the Root CA which needs to be present on systems accessing Austraclear
services via Internet or ANNI:

This should have no impact to machines running windows 7 or higher as the Root CA is installed on demand
if it has not been required previously.

Certificate Thumbprint:
a8 98 5d 3a 65 e5 e5 c4 b2 d7 d6 6d 40 c6 dd 2fF bl 9c 54 36

Field Value 2
DF‘uI:uIiu: key parameters 0500

Sul:uject Key Identifier 03de 503556d1l4chbas fo...
.ﬁ.uﬁm:uritg.-' Key Identifier KeyID=03de 50 35 56 d1 4ch...
EIKE'}.-‘ sage Digital Signature, Certificate Si...
EBasic Constraints Subject Type=CA, Path Lengt...
[jThumbpﬁntabnﬁﬁvn shal

[ Thumbprint 2898 5d 3a65e5e5c4b2d7... .
af 98 5d 3a 65 &b &5 =4 b2 47 d6 &6d 40 =6 dd
2f bl 9z 54 36

Certificate Information:

E Certificate Information

This certificate is intended for the following purpose(s):

 Ensures the identity of a remote computer ~
= Proves your identity to a remote computer

* Protects e-mail messages

» Ensures software came from software publisher

* Protects software from alteration after publication

» Allows data to be signed with the current time A

Issued to: DigiCert Global Root CA
Issued by: DigiCert Global Root CA

valid from 10/11/2006 te 10/11/2031

A check can be performed on Windows in a few ways. These are:

1) Via Powershell on the machine connecting to Austraclear:

Get-Childltem Cert:\LocalMachine\AuthRoot\ | sls A8985D3A65E5E5C4B2D7D66D40C6DD2FB19C5436

Expected output should be:

[Subject]
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CN=DigiCert Global Root CA, OU=www.digicert.com, O=DigiCert Inc, C=US
[Issuer]

CN=DigiCert Global Root CA, OU=www.digicert.com, O=DigiCert Inc, C=US
[Serial Number]

083BE056904246B1A1756AC95991C74A
[Not Before]

10/11/2006 11:00:00 AM
[Not After]

10/11/2031 11:00:00 AM
[Thumbprint]

A8985D3A65E5E5C4B2D7D66D40C6DD2FB19C5436

2) Via MMC (as administrator):
Start > run > mmc
File > Add/Remove Snap-in
Select Certificates from the left, Click Add, Select Computer Account > next > Local Computer >
Finish > OK
Expand Certificates, Trusted Root Certification Authorities, Certificates
Look for “DigiCert Global Root CA”.
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Double Click the certificate and select the Details tab. Scroll down to Thumbprint and confirm it
matches the thumbprint at the start of the document. That is,

a8 98 5d 3a 65 e5 e5 c4 b2 d7 d6 6d 40 c6 dd 2f bl 9c 54 36

3) Digicert online checker (for internet connected computers)

Browse to https://global-root-ca.chain-demos.digicert.com/ . If the page loads successfully with no SSL
chaining errors, the appropriate Root CA is installed.

A download link is also available for the DigiCert Global Root CA:


https://global-root-ca.chain-demos.digicert.com/
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https://www.digicert.com/CACerts/DigiCertGlobalRootCA.crt

Installation of the root CA can be performed by your administrator. Steps can be found below:

Click Start -> Run -> Enter 'MMC' and click 'OK’

EfRun

=== Type the name of a pragram, folder, document, arInternet
resource, and Windows will open it far you,

Open: I j

'ﬂ;" This task will be created with administrative privileges,

0K I Cancel | Browese.., |

2. Click File -> Add/Remove Snap-In...

. Consolel - [Console Root]

’ﬁ File Action Wiew Favorites  Window  Help

da Mew Crl+N
—  Open.. Chrl+0 E—
- Save Ctrl+s —
Save A5,

Add/Remowve Snap-in. .. Chrl-Hr

Options. ..

1 50L5erverManager10

2 Ciwindows)system32 i certmgr
3 CiiUsers).. \Consolel

4 Ciiwindowssystem321WE

Exit

3. Add Certificate

Select 'Certificates' in left panel and click 'Add' to move to right panel, Then Click 'OK'


https://www.digicert.com/CACerts/DigiCertGlobalRootCA.crt

Add or Remoye Snap-ins

You can select snap-ins for this cansale From those available on wour computer and configure the selected set of snap-ins. For
extensible snap-ins, vou can configure which extensions are enabled.

Available snap-ins:

| Snap-in |

Wendor

|

- Ackiver Cantral
A Autharization Manager
i

Companent Services

._'_,JQ;.'CDmputer Managem...
ﬁDevice Manager
=F Disk Management
2 DNS
‘1—&'—] Event YWiewer

| Folder
= Group Policy Object ...
.jInternet Information. ..
;il;, IP Security Monikbar
B 1P Security Palicy Ma.,,,

Drescription:

Microsoft Cor...
Microsoft Car...

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and. .,
Micrasoft Cor,..
Microsoft Cor,..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Micrasoft Cor...
Micrasoft Cor,..,

&

Selected snap-ins:

[ Cansale Roak

Edit Extensions. ..

Femove

Mave Ux

[ Do

Advanced. ..

4. Select 'Computer Account' option and click 'Next'

Certificates snap-in

Thiz znap-in will alwavs manage certificates for;

" My user account

i~ Semvice account

¥ Computer account

o]

The Certificates snap-in allows vou to browse the contents of the certificate stores for wourself, a service, or a computer,

Cancel

£ Bac

| I et > I

Cancel

5. Click 'Finish’

ASX



ASX

Select the computer pau want this snap-in to manage.

— Thiz znap-in will always manage;

* Local computer; [the computer this console is running on)

™ anather computer: | Brawze,,

[ Allow the selected computer ta be changed when launching from the command line. This
only applies if you zave the conzole.

< Back I Finizh I Cancel

6. Click 'OK’

Add or Remove Snap-ins

¥ou can select snap-ins for this console From those available on your computer and configure the selected set of snap-ins, For
extensible snap-ins, wou can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | Yendar J - = consale-Rast Edit Extensions. .. |
- Ackiver Control Microsoft Car... ECertiFicates (Local Computer)
Eg.ﬁ.uthorization Manager Microsoft Car... s |
E Certificates Microsoft Car...
.,:i" Component Services Microsoft Cor.. Mave Lp |
:_jl:;Computer Manageni... Microsoft Car,..
...E:!Device Manager Microsaoft Car... MMawve Down |
=5 Disk Management Microsoft and...
:‘.’ DS Microsoft Car...
E Event Viewer Microsoft Car,..
_| Folder Microsoft Cor...
(=l @roup Policy Object .., Microsoft Cor..,
P nternet Information...  Microsoft Cor..,
g IP Security Maonitor Microsoft Cor...
B 1P Security Policy Ma.., Microsaft Cor.., .ZI arrmnced

Drescription:

The Certificates snap-in allows you ko browse the contents of the certificate stores For vourself, a service, or a computer.,

oK I Cancel

7. Start to import Trusted Root Certificate
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A. Expand Certificates Node;
B. Right click Trusted Root Certificates -> All Tasks -> Import.

onsolel - [Console Rooth Certificates (Local Computer)', Trusted Root Certification Auth

ﬁ File  Action Wiew Favarites  Window  Help
|2

1|8 cl=|H=

| Conzole Rook hiject Typs
=] H Certificates (Local Computer) | Certificates
= [ Personal
| Certificates
SN Tristed Root Certification Authorities
| Certificates Find Certificates...
& _ Entermlise. Thist Find Certificates. ..
[ | Intermediate Certification Authoriti
[* || Trusted Publishers View » [ Import...
E || Untrusted Certificates Mew Windaw Fram Here
[# | Third-Party Rook Certification Auth
| Trusted Pecple Mew Taskpad View. ..
Fl _ Remf:!:e Dieskkop Refresh
E]- | Certificate Entollment Requests ot i
[+ || Smart Card Trusted Rooks
[+ | Trusted Devices Help
8. Click Next
Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate stare.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to prokect data or ko establish secure network
connections, & certificate store is the system area where
certficates are kept.

To continue, click Mext.

= Back I ek = I Cancel

9. select downloaded Certificate file

Click 'Browse' to select correct Certificate file and click Next



Certificate Import Wizard x

File to Import
Specify the file you want to impart,

File namne:
CADBM-CA, cer Browse. .. I

Moke: Mare than one certificate can be stared in a single file in the Follawing Formats:

Personal Information Exchange- PKCS #12 (PFX, .P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (.P7E)

Micrasoft Serialized Certificate Store {,55T)

Learn more about certificate file Formats

< Back Mexk = Cancel

10. Click Next

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

™ Automatically select the certificate store based on the bype of certificate
' Place all certificates in the following store

Certificate store:

Trusted Root Certification Autharities Browse., ., |

Learn more about certificate stores

< Back I Mgk = I Cancel
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11. Click Finish
Completing the Certificate Import
Wizard

The certificate will be imparked after wou click Finish.

'--.-;_:;g,?’ You have specified the Following settings:

“ertificate Store N MNEEE Trusted Rook Certificati
Conkent: Certificate

ile Mame s\ DBM-CA, cer

4] | i3

« Back I Finish I Cancel

12. Done

Certificate Import Wizard | x|

',0,' The import was successFul,
wy



