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Introduction

ASX utilises a Public Key Infrastructure (PKI) using Symantec’s Managed PKI (MPKI) solution.

The MPKI is a cloud based service that provides access to internal and external facing applications and
services and reduces the risk of fraud. This solution also provides an additional layer of protection beyond a
standard user name and password.

MPKI uses digital certificates to protect information assets via the following mechanisms:

« Authentication — Authentication ensures the validation of machines and users.

« Encryption—By encoding data it ensures that information is only viewed by authorised machines and
users.

« Digital Signing — Digital signing is equivalent to a hand written signature and enables ASX to verify
integrity of data and identify any tampering intransit.

« Access Control —Access control determines what applications and information a user is authorised to
access.

« Non-repudiation —This ensures all data exchanges, transactions and communications are legally valid
and irrevocable.

The MPKI certificates can be enrolled via the PKI Client (advanced security template) or via a web
browser (basic security template). By default certificates are provided via the basic security template. The
Advanced security template is mainly for compatibility for users. Certificates will be provided via the
Advanced security template on request only. Both templates provide certificates with 2056bit keys and
SHA-256 signed.

© 2020 ASX Limited ABN 98 008 624 691 3/30
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Enrolling via the PKI Client (Advanced Security Template)

The default template uses the PKI client software to store and protect the client key as well automate a
number of the certificate lifecycle processes.

Installing the PKI Client

As part of the first installation, the Symantec PKI Client software automatically installs. If when installing a
certificate the system blocks the installation, it can be manually downloaded by selecting Austraclear
Digital certificate - Symantec PKI via https://asxonline.com/public/documents/austraclear-technical-
documents.html his must be installed prior to the certificate being obtained.

To install the PKI client, the following prerequisites are required:
. Administrator rights for the computer

. Browser security settings — not set to High.

To install the PKI client manually:

1. Click on the link provided in the email received from Symantec. This opens the Symantec
screen where the PKI client can be downloaded.

2. Click Download.

x! ASX (@ symantec.

PKI CERTIFICATE SERVICE

Install Symantec PKI Client

You need to install Symantec PKI Client before you can enroll for your certificate. PKI Client lets you manage
the certificates you store on your computer, token, smart card or similar security device.

Prerequisites:

+ You must have local administrator rights on your computer
« Your browser security setting should not be set to High

Overview of Symantec PKI Client installation:
Download PKI Client.

Click Download, and then click Run when you see the prompt

Install PKI Client

Follow the screen prompts to complete the installation
Enroll for certificate.

After you install PKI Client, you will need to reboot your system. Once you have rebooted your system
find the enrollment email and click on the link to begin the enrollment process again

Download

Legal Notices | Privacy
Copyright © 2015 Symantec Corporation. Al rights reserved.

3. Click Run.

Do you want to run or save Symantec-PKI-Client-2.13.0.exe (24.7 MB) from pki.symauth.com? Run Save |v Cancel x

© 2020 ASX Limited ABN 98 008 624 691 4/30
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4. Enter the User name and Password for the Administrator in the User Account Control
screen.

5. Click Next.

-
ﬂ Symantec PKI Client Setup u

Welcome to the Symantec PKI Client Setup
Wizard

The Setup Wizard will install Symantec PKI Client on your
computer, Click Next to continue or cancel to exit the Setup
Wizard.

Symantec.

=== ==
=

Back H Mext I [ Cancel ]

6. Select | accept the terms in the license agreement and click Next. Click Cancel if not in
agreement with the terms and conditions.

End-User License Agreement

Please read the following license agreement carefully

Symantec ™ PKI Glient Software License Agreement

If you click “T ACCEPT” or download or use the Software, you certify that you are not
located in or a national of Cuba, Iran, North Korea, Syria or Sudan or on any of the
United States Government's lists of prohibited or restricted parties for export control

or economic sanctions purposes.

THIS STMANTEC™ PET CLIENT SOFTWAERE LICENSE AGREEMENT (“PEI CLIENT
AGREEMENT™ OR “AGREEMENT™) I8 ENTERED INTO BETWEEN SYMANTEC
COFFOFATION AND ANY AFFILIATE THEREOF THAT I8 DIRECTLY OR INDIFECTLY
INVOLVED WITH THE FROVISION OF ANY SERVICES, S0FTWARE, OF. HARDWARE
(COLLECTIVELY “SYMANTEC™), AND THE COMPANY ACCEPTING THIS AGREEMENT

(“CUSTOMEER™). AS USED IN THIS AGREEMENT, “SYMANTEC™ MEANS AS FOLLOWS:
A% TVRAANTES MARDAR ATTAN TR MTETARER T8 T A A TET TN THE AMERTAA L

[#]1 accept the terms in the license agreement

7. Click Next. Click Change to specify an alternative destination folder.
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Destination Folder
Click MNext to install the default folder or dick Change to choose another.

Install Symantec PKI Client to:

8.

Ready to install Symantec PKI Client

Click Install to begin the installation of Symantec PKI Client. Click Back to review or change
any of your installation settings. Click Cancel to exit the wizard.

Please wait while the Installation Wizard installs Symantec PKI Client. This
may take several minutes.

Status:

© 2020 ASX Limited ABN 98 008 624 691 6/30
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9. Confirm the installation of the Root CA. Click Yes.

=2 Symantec PKI Client 3

1. Confirm Trusted CA

The CA that issued this certificate is not installed ety N areng

or is not trusted by your system. If prompted, you
must allow the f0||0W|nQ root to b? installed and You are about to install a certificate from a certification authority (CA)
trusted for your certificate to function correctly. B\ claiming to represent:

A5 Operations By LI CA ASX Operations Pty Ltd, CA

Windows cannot validate that the certificate is actually from "ASX
Operations Pty Ltd, CA", You should confirm its origin by contacting
"ASX Operations Py, Ltd, CA". The following number will assist you in
this process:

Thurmbptint (shal): 60554134 9CFD1ECA 09CE0A49 F1A0145C 8B643101

Warning:
@Symantec, If you install this root certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
thumbprint is a security risk, If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Corporation. All rights reserved.

w ]

10. Click Finish. Click Finish to complete theinstallation.

14 Symantec PKI Client Setup EX

Installation Wizard Completed

Setup has finished for Symantec PKI Client.

The Installation Wizard has successfully installed Symantec PKI
Client. Click Finish to exit the wizard.

Symantec.

11. Click Yes to restart the system, or No to restart the system at a later date. In order for the
configuration changes to take effect the system needs to be restarted.

© 2020 ASX Limited ABN 98 008 624 691 7/30
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You must restart your system for the configuration changes made to
Symantec PKI Client to take effect. Click Yes to restart now or Mo if you plan
to restart later.

Enrolling for a Certificate

Once the PKI Client has been installed the certificate can be enrolled.

To enrol for a certificate:

1. Click the link in the provided email.

To enrol for a new certificate or to replace an old or lost certificate, an email is required
containing a specific link for enrolment.

2. Once the link has been selected, the Symantec PKI Certificate Service opens.

To Joanne Mottram

Dear Joanne Mottram,
You have been enrolled for a new ASX Digital Certificate.

From the device that you wish to use to access the ASX services, click the below link to enroll for a certificate:

https://pki.symauth.com/certificate-service ?p=gpQebGucx DUNWTCC

If you need help with certificate enrollment, contact ASX Certificate Support Team.

certificate.support@asx.com.au

Thank you,
Your Certificate Administrator

3. Check the details to verify that they are correct. Here you are given the opportunity to
create a certificate nickname. The purpose of itis to be able to easily identify this certificate
later.

© 2020 ASX Limited ABN 98 008 624 691 8/30
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a‘ ASX (@ symantec.

PKI CERTIFICATE SERVICE

Enroll: Enroliment information in: ertificate Next steps

Identity confirmed.

Verify your information

Verify that the information associated with your certificate is correct, and complete any required fields.

Company ASX Operations Pty. Ltd.
First name  Joanne
Lastname Mottram
Project Test1
Username  test2

ParticipantiD  test3

Certificate nickname " Agx Certificates - Advanced Security Q

If your information is incorrect, contact ASX Certificate Support Team.

certificate.support@asx.com.au

| Continue |

4., Click Continue. This opens up a screen where the certificate can be installed.

© 2020 ASX Limited ABN 98 008 624 691 9/30
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5. Click Install Certificate.

:i: ASX @ISYmantec.

PKI CERTIFICATE SERVICE

Enroll: Enroliment information Install certificate Next steps

Install your certificate

Click Install certificate. The certificate will be installed on your computer or smart card shortly.

| Install certificate |

Legal Notices | Privacy
‘Copyright & 2015 Symantec Corporation. All rights reserved

Once Install Certificate has been selected, the certificate starts installing.

Installing your certificate

» Do not click the browser's Back button.
= Do not close the browser window.

© 2019 ASX Limited ABN 98 008 624 691 10/30
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6. Click Yes

e

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

ASX Operations Pty. Ltd, CA

Windows cannot validate that the certificate is actually from "A5X
Operations Pty Ltd. CA", You should confirm its origin by contacting
"ASX Operations Pty. Ltd. CA". The following number will assist you in
this process:

Thumbprint (shal): 60354134 SCFD1ECA DSCEDALS F1AD145C 3B643101

Warning:

If you install this reot certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

7. Click Close

Symantec PKI Client

Confirm Trusted CA

The CA that issued this certificate is not installed
or is not trusted by your system. If prompted, you
must allow the following root to be installed and
trusted for your certificate to function correctly.

ASX Operations Ply. Lid. CA

@'.Symantec.

Digital Certificates User Guide V1.2
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Once the certificate is installed correctly, a confirmation message is displayed. The certificate can now be used
for the required ASX Application.

Your certificate was successfully installed.

Certificate enroliment is complete

Your certificate is now available for use

Renewing Certificates

Using the PKI client automates the renewal of certificates.

When there are 30 days remaining on the current ASX certificate the system detects that the certificate is
about to expire and the certificate is renewed automatically. A pop-up dialogue box will notify you when this

happens.

Revoking Certificates

If a certificate is lost, compromised or no longer required, the certificate will need to be revoked. To revoke
a certificate contact ASX (Austraclear@asx.com.au) who will revoke the certificate and if required will send

back an email with new enrolment details.

Export/Import certificates

In some cases it might be required to export the certificate from the computer where it was downloaded
and to importitinto another computer. Examples would be importing the certificate to BCP computers or to
computers that connect to ASX via dedicated networks (e.g. ANNI) and don’t have internet connectivity.
When exporting the certificate itis important to ensure that the certificate file is kept safe and protected by
a strong password as it represents part of your login credentials with ASX.

Export certificate

The example covers exporting a certificate enrolled via the PKI Client software (Advanced Security Profile).

1. Open the Symantec PKI Client application
2. Select the certificate you would like to export

3. Click Export Certificate

© 2019 ASX Limited ABN 98 008 624 691 12/30
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@Symantec. PKI CLIENT
Where is your certificate?

My Computer

Admin Ceriificate... | ASX Certificates...
(9 Cerificates) (3 Cerificates)

Version (Expiration date - certificate name):

Dec 4, 2016 - ASX Certificates - Ad'zj a
Note: Any action applies only to the selected version.
Issued: Dec 4, 2015

Expires: Dec 4, 2016

PKI Client Trust: ) Valid

Policy: urn:x-pkiclient- V.
nalimsrafaranca-1-aHDN~AHMAI
<

| Symantec PKI Client

About | Need help? | Advanced

Plug in your
smart card

Change your PIN
Reset your PIN
Import a certificate

Delete certificate
Export certificate
Rename certificate
View certificate details

Digital Certificates User Guide V1.2

4, Select Maximise compatibility with other systems if you plan to install it on a computer
that doesn’t have PKI Client software installed. Or select For import with PKI Client if you
plan to install the certificate on a computer that has PKI Client installed.

5. Type a strong password in the field named Create private key password. Note that this
password will be required for importing the certificate at the destination computer.

6. Save the certificate file to a file location of your choice.

Import certificate to a computer with PKI Client software

1. Open the Symantec PKI Client application

2. Click on Import Certificate

© 2019 ASX Limited ABN 98 008 624 691
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Admin Cerfificate...

Symantec PKI Client

(@ symantec. Pki CLIENT
Where is your certificate?

["1’?3"- :

My Computer

ASX Certificates...
(9 Certificates)

Sean Chen
(3 Certificates)

Version (Expiration date - certificate name):
Dec 4, 2016 - ASX Certificates - Ad'E]
Note: Any action applies only to the selected version.

Issued: Dec 4, 2015

Expires: Dec 4, 2016
PKI Client Trust: L Valid

Policy: urn:x-pkiclient- V.
< nalimscrafaranca-1-aHDNAHMAL

About | Need help? | Advanced

Plug in your '
smart card

Change your PIN
set your P
Import a certificate’

Delete certificate
Export certificate
Rename certificate
View certificate details

3. Point to the exported certificate .glckfile

4., Type the password in the Private key password field
5. Click Import

Digital Certificates User Guide V1.2
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@Symantec. PKI CLIENT
Where is your certificate?

My Computer

Import certificate
Find the certificate you want to import.

Does the certificate have a PIN? After you import the
certificate, you will use this device's PIN to access the
certificate.

File location:

[test123 glck

Private key password:

Symantec PKI Client

Import certificate to a computer without PKI Client.

- oEEN

About | Need help? | Advanced

Plug in your
smart card
o N

Refresh

Change your PIN
Reset your PIN
Import a certificate

Digital Certificates User Guide V1.2

Example is provided with Windows 7. Similar process is followed for other Windows versions.

1. Double-click on the exported certificate .p12file

2. Select Current User

© 2019 ASX Limited ABN 98 008 624 691
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User

() Local Machine

To continue, click Next.

3. Click Next
4. In the File to import window click Next

In the Private key protection window type the password and tick the Mark this key as
exportable box if you would like to be able to export the certificate from this computer

© 2019 ASX Limited ABN 98 008 624 691 16/30
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Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ pisplay Password

Import options:

|:| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

Next H Cancel

6. Click Next

7. Inthe Certificate Store window select Place all certificates in the following store and select
the Personal certificate store

© 2019 ASX Limited ABN 98 008 624 691 17/30
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:

|Per50nal ‘ | Browse...

8. Click Next
9. Click Finish

© 2019 ASX Limited ABN 98 008 624 691 18/30
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Enrolling Via a Browser (Basic Security Template)
The basic security template uses a web browser to download the certificate and Windows certificate store to
store and protect the private key.

Enrolling for a Certificate

To enrol for a certificate:

1. Click the link provided in the email received from Symantec.

You have been enrolled for a new ASX Digital Certificate.
From the device that you wish to use to access the ASX services, click the below link to enroll for a certificate:

https://pki.symauth.com/certificate-service ?p=U1U2NIWgi5XQr2kQ

If you need help with certificate enrollment, contact ASX Certificate Support Team.

certificate.support@asx.com.au

Thank you,
Your Certificate Administrator

2. Verify the enrolment information and click Continue. If the enrolment information is
incorrect, contact ASX Customer Support at Austraclear@asx.com.au.

:i! ASX G.Symantec_

PKI CERTIFICATE SERVICE

Enroll: Enroliment information I riificate

Identity confirmed.

Verify your information

Verify that the information associated with your certificate is correct, and complete any required fields.

Company ASX Operations Pty. Ltd.
ParticipantlD ~ Test 1
Username  test2
Project test3
First name  Joanne

Last name ~ Mottram

If your information is incorrect, contact ASX Certificate Support Team.

ceriificate support@asx.com au

Continue

Legal Nolices | Privacy
Copyright @ 2015 Symantec Corporation. All rights reserved.

3. Click Install Certificate

© 2019 ASX Limited ABN 98 008 624 691 19/30
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PKI CERTIFICATE SERVICE

Enroll: 1 your identity Enroliment info

Install certificate Ne

Install your certificate

When you begin certificate installation, you will see popups that warn you about potential security issues.
These warnings are normal, and are part of the certificate installation process.

Review the sequence of these popups, and then click Install certificate to begin the process. You must have
ActiveX enabled before proceeding with this installation.

Click Yes.

Web Access Confirmation

4 Click Yes.

Web Access Confirmation

Install certificate

Legal Notices | Privacy
Copyright © 2015 Symantec Corporation. Al rights reserved.

4, Click Yes

Web Access Confirmation

This Web site is atternpting to perform a digital certificate operation on
£ I'\ your behalf:

https:// pki.symauth.com/ certificate-service/didc-enter-user-info.xhtrml
You should enly allow known Web sites to perform digital certificate

operations on your behalf.
Do you want to allow this operation?

Yes | Mo |

5. Click Yes

Digital Certificates User Guide V1.2
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Web Access Confirmation

This Web site is atternpting to perform a digital certificate operation on
l . your behalf:

https://pki.symauth.com/certificate-service/didc-get-digital-id-non-ke
y-escrow.xhtml

You should only allow known Web sites to perferm digital certificate
operations en your behalf,
Do you want to allow this cperation?

“! ASX @ symantec.

PKI CERTIFICATE SERVICE
Enroll: Enrollment information Install certificate

Next steps

Your certificate was successfully installed.

Certificate installed successfully

Your cerfificate was installed successfully, but you may need to configure your applications if you will use your

Digital Certificates User Guide V1.2

When the certificate has been successfully installed a confirmation message is displayed.

certificate for more than authentication or with other browsers

Contact ASX Cerificate Support Team if you need assistance setting up your cerificate and accessing online

services

certificate. support@asx.com.au

Legal Nolices | Privacy
Copyright € 2015 Symantec Corporation. All rights reserved.

Renewing a Certificate

30 days prior to the ASX Certificate expiring an email is sent containing a link for renewing the certificate.

Click the link and the certificate is automatically renewed.

Dear First Namel Last Name,

Our records indicate that your ASX Digital ID (certificate) named ASX Certificates - Basic Security will expire in
29 days, at 11:59 PM UTC on Wednesday, April 15, 2015. To continue accessing company services, you need to

renew your certificate before April 16, 2015.

From the device you used to enroll for this certificate, access the following link to renew this certificate:

https://pki.symauth.com/certificate-service /renew/?id=

If you need help with certificate renewal, contact ASX Certificate Support Team.

certificate.support@asx.com.au

Thank you,
Your Certificate Administrator

© 2019 ASX Limited ABN 98 008 624 691
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Processing your renewal... =

Wait a moment while we retrieve your certificate information

if you see this popup, click OK to continue.

Creating a new RSA key

OK Cancel

Revoking a Certificate

If a certificate is lost, compromised or no longer required the certificate will need to be revoked. To revoke
a certificate contact ASX (Austraclear@asx.com.au) who will revoke the certificate and if required will send
back an email with new enrolment details.

Export/Import certificates

In some cases it might be required to export the certificate from the computer where it was downloaded
and to importitinto another computer. Examples would be importing the certificate to BCP computers or to
computers that connect to ASX via dedicated networks (e.g. ANNI) and don’t have internet connectivity.
When exporting the certificate inis important to ensure that the certificate file is kept safe and protected by
a strong password as it represents part of your login credentials with ASX.

Export certificate

The example covers exporting a certificate enrolled via browser (no PKI Client - Basic Security Profile).

Open Internet Explore --> Tools E --> Internet Options --> Content --> Certificates

1.

2. Select the certificate you want to export and click the Export button

3. In the Welcome to the certificate export wizard click Next

4. In the Export private key window click Yes, export the privatekey

5. Click Next

6. In the Export file format window select Personal Information Exchange PKCS #12 (.pfx)

7. Select Include all certificates in the certificate path if possible and Export all extended
properties

8. In the Security window select the protection mechanism for your exported certificate. If

the source and destination computer are part of the same Active Directory system, then

© 2019 ASX Limited ABN 98 008 624 691 22/30
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select Group or usernames and add the active directory group or usernames that need
access to the exported certificate. Otherwise select Password and type and reconfirm the
password that will be used to protect the certificate.

9. Click Next

10. Inthe Filename to export window type select the location for the file export and type the
filename for the exported certificate.

11. Click Next
12. Click Finish

Import certificate to a computer without PKI Client.
Example is provided with Windows 7. Similar process is followed for other Windows versions.
13. Double-click on the exported certificate .p12file

14. Select Current User

i Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

'E' Current User

() Local Machine

To continue, click Next.

Next Cancel

15. Click Next
16. Inthe File to import window click Next

17. Inthe Private key protection window type the password and tick the Mark this key as
exportable box if you would like to be able to export the certificate from this computer

© 2019 ASX Limited ABN 98 008 624 691 23/30
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Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ pisplay Password

Import options:

|:| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

Next H Cancel

18. Click Next

19. Inthe Certificate Store window select Place all certificates in the following store and select
the Personal certificate store
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:

|Per50nal ‘ | Browse...

20. Click Next
21. Click Finish
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Troubleshooting

Error generating the CSR

What does the screen look like?

Enroll: Confirm your identity Enrollment information Install certificate Next steps

Install your certificate

When you begin certificate installation, you will see popups that wam you about potential security issues
These warnings are normal, and are part of the cerfficate installation process

Review the sequence of these popups, and then click Install certificate to begin the process. You must have
ActiveX enabled before proceeding with this installation

Message from webpage *
Click Yes o P

Web Access Confirmation | Error generating the CSR

/) Click Yes

Web Access Confirmation

Yes No

What does this code mean?

The basic Digital Certificate was not installed.
This does not occur for advanced certificates.

What do you need to do?

Please follow the steps below:

Step @ Basic Certificate

Add web site as trusted sites by:

1.1
Opening Internet Explorer
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1.2 From the menu bar, click Tools ] [ ——
4 File Edit View Favorites Tools Help Prinit b
> Internet Options ;
Zoom (100%) '
(V/Symantec. sty :
Add site to Start Sereen
View downloads )
Mansge edd-ons
FI2 developer tacks
Egnt Code Signing Certificate P
“Management e
Prease setota Gode Signing Ceretcats Typs
Aot internet Exploser
O awea™
Language “These cerdficains include a fres ime slanping service and can be wved fo 3ign jar and mide e fypes, The
st tetscape . o pese, e hveracon and Opers st
Enghan-Engish ] equea artc tox howe 10 ety
ener e ey AR he et
) Microsoti® Authenticode®
toats o sgn , CAB, EXE and DL fies,
and
System Requrements:
Minmum trcw ser Regarcment. inesnet Expler 5.0 and higher
st uss the same FC, profie enroll instal, y
Explorer 7/8 on
) Microsctte Office and VEA
and are ottce
and other VA emyrcements.
Mimum trcwser Recusroment. inesnet Expier 5.0 and hisher
st 3 e s e and st o src. s, s e N
on s
shown heee before staring the enrolment.
v
) adobes AR™
—_—

1.3 Click Security tab select > sites L emetopos ' EEM

Ganerat | Sy | pravecy | Content | Convectons | rograes | Advanced

Select & zone 19 view or change seouty setings.

. 8L
e

Tunt not 10 daTage your computer o
your fles.

Security level o the sore
Alowed levels for S one: N
Hediom
- Prongts before dowricadng coterialy unsafe

contmet
~Unsgnad Acovel conteols wil not be doweloadied

Custom wvw. wiadtew

Ruset of zorey = detast wow

1.4 Click Add and type in URL
https:/products.verisign.com

You can add and remove websites from this zone, All webstes in
this zone will use the zone's seournity settings.

Add this website to the zone:

hitps://produds.verisign.com I Add I

Wiebsites:

|v| Require server verification (htips:) for al sites in this zone

1.5 Click Close > OK
2 Enable Compatibility Mode by:

2.1
Opening Internet Explorer
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2.2 nght click on the tOp bar - select Menu DI ¥ i e vetion comisd = @ Symantac & B  Coce g Cevicretol oo
b Command bar
ar Status bae
‘\/Symantec. [¥] Lock the toolbars
Show tabs on a separate row
- Code Signing Certificate Sae
+ Management ~ Minimize
Please select a Code Signing Certificate Type: O Mudimize
Osin x Gose Ator4
Lomas These certficates include 3 free tme stampng service and can be wsed 10 3650 Jar and miciel fle fypes. The mnmum

‘greater, Netscape® 4 7 and greater, Frefox® al versioas and Opera al
requeed for artcle tor how 1o cermectly

Vi versicns. A
generate Be keystore and CSR. Cick hete.

Microsoft® Authenticode®

are 1008 10 90 ActveX controls, CAB, EXE and DLL fes,
and ciher potentaly harmfil active content on Micresaft platforms

System

Minmum Browser Requirement interet Explorer $.0 and higher

Must use the same PC, profile and beowser o entol, instal, when
Explorer 778 on Windows Vista'? before startng

Microsoft® Office and VBA

and
and cther VBA envircaments.

System Requrements

Misoum Browser Requrement Internet Explorer 5.0 and higher

Must use the same PC, profle and browser 1o onfol, istal, and renew

Doe 10 securty restrictons when using ntemet Explorec 7/8 o Windows Vista” plaase cenfgure internet Explorer a3
shown hacg before startng the entolment

Adobe® AIR™
These corificates nchide 2 free e SLampg Service and can be w3ed 10 507 2 and i fie types. The minkmum enrolmant

Invalid Enrollment Link

What does the screen look like?

What does this code mean?

The basic Digital Certificate was not installed.

What do you need to do?

Please complete a new Digital Certificate form requesting a new digital certificate and attach as an Email
austraclear@asx.com.au. The form can be located here <Link>

Your Browser is not supported at this time

What does the screen look like?
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What does this code mean?

The basic Digital Certificate was not installed. An unsupported browser was used to access your unique
enrollment link.

What do you need to do?

The an unsupported browser was used. We recommend accessing the link via Internet Explorer 9, 10 or 11.

Frequently Asked Questions

Q1: What are the benefits of using PKI Client?

A: PKI Client software provides additional security for the downloaded client certificates and provides user friendly
certificate management (enrolments and renewals).

Q2: What port is used by the PKI client?
A: 443

Q3: What URLs does the PKI client require access to?

A: http://liveupdate. symantec. com; https://pki. symauth. com/ ; http://sr. symcb. com/ ;
https://pki-ra. symauth. com; http://pki—ocsp. symauth. com; http://pki—cr|. symauth. com

Table C1 (page 56) in the PKI Client Admin Guide lists all the access that the PKI Client needs.

pki-client-std-admi
n-guide.pdf

yuldc.pdf
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Q4: What are the Symantec Managed PKIl service IP Address range?

A: Symantec Managed PKI Service IP Address Range

i

PDF

pki-client-std-script
s-guide.pdf

Q5: Is the PKI Client software digitally signed?

A: Yes, the name of the signing organisation is “Symantec Corporation”

Q6: How do | download the Symantec PKI Client?

A: You'll be prompted to download it when you receive the enrolment link from ASX or alternatively you
can manually download it by selecting Austraclear Digital certificate - Symantec PKI via https:/
www.asxonline.com/public/documents/austraclear-technical-documents.html .

Q7: What operating system permissions are required for the installation of the Symantec PKI client?
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A: Windows Administrator permissions are required to install the Symantec PKI Client. Where the users do not have
Administrator permissions the PKI Client can be centrally deployed. Link to the client download pages is included in
this FAQ.

Q8: What is the size of the Symantec PKI client?
A: The installer package is about 17MB.

Q9: What is the platform support for the PKI client?

A: For PKI Client version 8.14 the certified operating system and browser platform support is as follows. Check the
Symantec PKI client Administrator Guide for the latest list of supported OS and browsers. Notably Windows XP is not
supported.

Windows 7 SP1 (32-bit and 64-bit)
IE 9 (32-bit), IE 10 (32-bit), and IE 11
Firefox 38

Chrome 43

Windows® 8.1 (32-bit and 64-bit)
IE 11

Firefox 38

Chrome 43

Mac OS X v10.9.5a

Safari 7.1.6

Firefox 38

Chrome 43

Mac OS X v10.10.3b

Safari 8.0.6

Firefox 38

Chrome 43

Q10: What if my company’s policy doesn’t allow for installing the PKI Client software?

A: ASX can provide a more “traditional” browser based (no PKI Client) certificate enrolment on request. This method
requires more user interactions around enrolment and renewals and specific browser settings to be enabled (ActiveX
installation, EPM to be turned off). Please contact the Austraclear Helpdesk (Austraclear@asx.com.au) if you would
require browser based enrolment for your client certificates.
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Q11: Is the new CA publicly trusted?

A: No. Itis an ASX private CA. The Root CA certificate will get automatically delivered to your computer as part of
the initial enrolment.

Q12: What is the certified platform support for browser enrolments (no PKI Client)?
A: For MPKI version 8.14 the operating system and browser platform support is as follows:
Windows 7 Enterprise edition SP1
(32-bit and 64-bit)
IE 8 (32-bit), IE 9 (32-bit), IE 10 (32-bit), IE 11a
Firefox 38
Windows 8.1 (32-bit and 64-bit)
IE 11a
Firefox 38

Mac 0S X v10.9.5
Safari 7.1.6

Firefox 38

Mac 0S X v10.10.3
Safari 8.0.6

Firefox 38

Q13: What Internet Explorer settings are required to install a certificate (no PKI Client)?

A: Active-X needs to be enabled in order for the enrolment to work. The renewal plug-in is not supported in IE 11 if
Enhanced Protection Mode (EPM) is enabled. EPM is disabled by defaultin IE 11.

Q14: Are SHA-256 certificates supported on Windows XP platform?

A: While Windows XP SP3 supports SHA-256 certificates, the PKI Client based certificates provided by ASX are not
compatible with Windows XP. The PKI client will not install on this operating system. Where Windows XP has to be
used, the browser based enrolment (no PKI Client) is recommended. Please contact the ASX Certificate Support Team
(certificate.support@asx.com.au) if you would require browser based enrolment for your clientcertificates.
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Q15: Are certificates exportable? Can | transfer the certificate to a computer that is not connected to
Internet or to a BCPcomputer?
A: Yes - the downloaded certificates can be exported and transferred to another computer. For details refer to the ASX

Digital Certificates User Guide. At expiry of the transferred certificates, the certificate should be renewed on the original
Internet connected computer and then exported and moved to the destination computer.

Q16: Where do | find more details around how to enrol, renew, export certificates?

A: For these details refer to the ASX Digital Certificates User Guide.
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Information Classification — Public

Disclaimer

This document provides general information only and may be subject to change at any time without notice. ASX Limited
(ABN 98 008 624 691) and its related bodies corporate (“ASX") makes no representation or warranty with respect to
the accuracy, reliability or completeness of this information. To the extent permitted by law, ASX and its employees,
officers and contractors shall not be liable for any loss or damage arising in any way, including by way of negligence,
from or in connection with any information provided or omitted, or from anyone acting or refraining to act in reliance on
this information. The information in this document is not a substitute for any relevant operating rules, and in the event
of any inconsistency between this document and the operating rules, the operating rules prevail to the extent of the
inconsistency.

ASX Trade Marks

The trade marks listed below are trademarks of ASX. Where a mark is indicated as registered it is registered in
Australia and may also be registered in other countries. Nothing contained in this document should be construed as
being any licence or right to use of any trade mark contained within the document.

ASX®
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